OPTIMISING COUNTER-UNMANNED AERIAL SYSTEMS EFFORTS
FOR NATIONAL SECURITY
Saw Ze Dong', Liu Rui Yi Winnie?, Elva Peh? David Chong Ruijie?, Sandra Ng Yi Ling* (Mentor)
'Dunman High School, 10 Tanjong Rhu Road, Singapore 436895
*Nanyang Girls’ High School, 2 Linden Drive, Singapore 288683
3Victoria School, 2 Siglap Link, Singapore 448880
“Defence Science and Technology Agency, 1 Depot Road, Singapore 109679

Abstract

Unmanned Aerial Systems (UAS) refers to an aircraft that is controlled remotely, either by an
autonomous or human-controlled system. In this report, we aim to protect a key installation
such as Changi Airport from UAS attacks with available technologies such as Radio
Frequency Sensors, Radar, Electro-Optical/Infrared Cameras and Radio Frequency Jammers.
We model the capabilities of our technologies and propose a solution to be deployed on-site.

Introduction

Historicallyy, UAS have been employed in entertainment, mapping and surveillance,
agriculture, and much more.[1] However, due to the portability and autonomous capabilities
of UAS, they also have a number of negative use cases.[2] The development of Counter-UAS
(C-UAS) technology has been an integral aspect of national defence and security, helping to
keep us safe from errant UAS. The negative effects of UAS, such as privacy issues, conflicts
in airspaces and UAS attacks can all be mitigated by C-UAS technologies.

Importance of C-UAS
Firstly, C-UAS helps to prevent an invasion of privacy.[2] In areas where critical

infrastructure can be found, there may often be large amounts of confidential information on
operations and training exercises that can be obtained when an intrusion into these areas
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Secondly, C-UAS helps to ensure the safety of our
airspaces.[2] With the potential to cause structural damage
to fast-moving aircraft, resulting in loss of assets and human lives, unregulated UAS are a
major threat. C-UAS helps to detect such UAS in controlled airspaces and coordinate
immediate protective action to avoid commercial or military aircrafts going close to UAS and
ensure the safety of people. For example, in June 2019, UAS sightings near Changi Airport in
Singapore caused delays in departures and arrivals of at least 25 scheduled flights.[3] While
delays may cause inconveniences for civilians and economic harm to airlines, they may have
a much larger impact at military airbases, allowing perpetrators to be able to cause damage to
military infrastructure and potentially disrupt crucial functions, delaying the deployment of
aerial forces, ultimately disrupting rapid response from the air force to emergencies and
threatening national security.

Rqssia’s Black Sea flagship damaged in
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carried out in the form of releasing explosives, such as
bombs or missiles, or directly crashing into targets. For
example, in the Russo-Ukrainian War, a swarm of UAS




were able to fly through conflict waters and strike Russia’s Black Sea flagship vessel, the
Admiral Markov, causing damage to its hull and radar systems, possibly injuring people
onboard.[4] C-UAS is important in sensing such threats and interrupting the UAS’ malicious
missions as soon as possible, and can help to take over control of the UAS to prevent the
release of explosives. This helps to prevent the risk of injuries and fatalities from catastrophic
attacks and to prevent major economic damage inflicted on systems and buildings.

Detection Workflow
C-UAS technologies follow a fixed workflow which helps to effectively take down UAS.
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Fig 1.1 Detect-Track-Identify-Disrupt Workflow of C-UAS Measures

These methods being used in conjunction with one another, in this specific sequence, will
ensure a high detection rate and low false-positive probability.

Radar

To detect the location and kinematics of the UAS, Doppler radar is used. Objects moving
toward and away from the radar will cause a change in frequency of the returning
electromagnetic field (EMF) wave, this is modulation. The Doppler effect will cause the EMF
of objects moving toward the radar to increase to a higher frequency and vice versa.[7]

Currently, pulse radar is preferred over continuous radar systems due to its lower size profile
and cost. However, UAS are often too small to be detected by conventional radar systems’
algorithms. Their small radar cross section causes them to be drowned out in background
noise. Hence systems have been tuned to detect smaller objects by using higher frequency
EMF waves and a lower threshold for background noise.[8] However, UAS continue to be
hard to detect and differentiate as they are about the same size as birds. Radar provides
limited information to the shape of the target, only the radar cross-section. Hence UAS cannot
be easily differentiated from birds with radar alone.

To overcome these issues, Micro-Doppler radar can be utilised. It measures the minute
Doppler shifts due to the movement of the propellers on the UAS. The Doppler shift induced
by UAS propellers are very distinct due to the high speed, which can be easily distinguished
from birds.[9] However, this requires higher frequency EMF waves, thus reducing the radar’s
effective range. A radar with Micro-Doppler capabilities would hence be most optimal.

Radio Frequency Sensors

After using radar to provide early detection of the UAS, the radar then provides a tracking
path to use Radio Frequency (RF) to detect it. UAS and their controllers communicate
through RF bands such as: 433MHz, 868MHz, 900MHz, 2.4GHz, 5.8GHz.[10,11]

The UAS communicates with the controller by sending data packets called RF
Communication Protocol both ways. A variety of data is also encoded and transmitted over
the protocol. The protocol is used to send information about what direction the operator




wishes the UAS to fly. Over the RF band, live video feeds from the camera, the UAS’ Global
Navigation Satellite System (GNSS) location, altitude and speed data, and typically all other
data regarded as flight telemetry are exchanged. This communication can then be detected by
antennas on the RF sensor to reveal the presence, location and/or model of the UAS.[5]

There are three types of RF technologies with differing degrees of locational accuracy. The
first RF technology uses one sensor to only detect the sector a UAS is in, the second type is
capable of detecting and accurately measuring the line of bearing (LOB) of the UAS. Next,
multiple RF with bearing can triangulate the position of the UAS, but this method minimally
requires 4 sensors in a 3D area.[12] The third type is called Time Difference of Arrival
(TDOA) geolocation, where the exact geolocation of the UAS can be determined using 4
anchored sensors calculating the time difference in receiving the UAS’ signal.[13]

Unlike radar, RF sensors do not emit any signals thus they reduce power consumption and do
not obstruct other communication systems or other delicate devices. RF sensors perform at
their best when there is little physical interference. Urban environments with plenty of metal
objects and buildings cause RF to diffract, be lost in space etc., causing significant signal loss
and hence an RF sensor would not perform at its best.

EOIR (Electro-Optical/Infrared Systems)

After the RF sensor accurately depicts the location of the UAS, EOIR cameras attached to a
gimbal will then capture and preserve photos for subsequent forensic analysis or other
examination. Images provided by these cameras can be analysed by Al systems, or visually,
by a human. Upon receiving the cue, the camera closest to the detected location will locate the
moving aerial target, spin around the pivot on the gimbal and start capturing images. EOIR
systems span both visible and infrared wavelengths.[14] They use visible light and infrared
spectral bands to image the surroundings and detect targets at long range. Hence they can also
detect the heat signature or trail of the UAS.[15] This serves as a visual confirmation that
would be the last step before the jamming of the UAS. This step is necessary as
false-positives could cause needless interference and also cause resources to be wasted.

However, it does face limitations in dark or unfavourable weather conditions. Blurriness or
obstruction might make the cameras unable to capture the image, therefore infrared cameras
might be a more feasible option in those conditions.[16]

Combination of Methods for Detection

It is insufficient to place the burden of detection entirely upon any one of the detection
methods listed above. Often, it is crucial that all 3 of the methods—radar, RF and
cameras—must work together to successfully achieve the goal of detecting UAS.

This is because each method has its own capabilities and limitations in terms of its coverage
and accuracy. While radar is generally used to provide a large coverage of the area, its ability
to sense many different moving objects may also bring about a higher false positive rate.[17]
RF provides a smaller coverage area with a higher accuracy rate, along with locating
capabilities. Lastly, cameras have the smallest coverage and their footage requires a direct line
of sight (LoS) and has a much narrower range but this focused aiming helps to accurately
confirm and identify if the object is a UAS. Using either method alone may mean that the area
surveyed may be very small causing detection to be ineffective, or prone to raising false
alarms, causing a waste of resources or even damage to other infrastructures. By using this
workflow, it ensures a process with a large coverage while simultaneously narrowing down
the range and increasing the accuracy.[2,5,6]



Hence, a combination of these methods is ideal and helps to allow for a wide area to be
protected with high confidence in UAS identification without the requirement for excessive
power and equipment as there will be no need to overly deploy such detection systems.

Disruption
By utilising all the methods to detect and locate the presence of UAS, it is then important to

disrupt the activity of the UAS to prevent it from entering key installations and accomplishing
its malicious mission. Methods such as RF jamming, net guns, UAS vs UAS and UAS
takeover and spoofing are often employed in the disruption process to take the UAS down or
bring it away from key installations. These common methods each have their pros and cons.

UAS Jamming
UAS jamming works by disrupting communication signals.[18,19] When signals are affected

by electromagnetic noise on the same RF band that the UAS operates on, it will no longer be
able to remotely receive the instructions as the noise would interfere with the ability to read
the data from the controller transmitted over the carrier signals.[19,20,21,22] Thus the pilot
loses control of the UAS.

Jammers may come in the form of a handheld gun or a perimeter-based system consisting of
noise transmitters placed around a larger area.[23] Handheld systems manned by ground
troops can cover blind spots. Jammers are highly advantageous in their high effectiveness
when deployed in the perimeter-based form, often being able to drown out all
communications over large ranges without needing extensive knowledge of the UAS.

However, UAS that are flown into restricted areas with malicious intent may use frequency
hopping (alternating RF bands) as a precaution to make it difficult to pinpoint the frequency
of the jamming signal. In such a case, barrage jamming or sweep jamming may be used.[24]
Barrage jamming is the practice of transmitting the .
radio noise over a large range of frequencies to cover a
large range of possible RF bands the UAS may
communicate on,[25] whereas sweep jamming
alternatingly changes the frequency channels that the |
radio noise is blasted on, choosing narrower channel
bandwidths that the UAS is likely to operate on.[24]
These methods help to ensure that disruption is still
possible with frequency hopping.

However, jamming is a method that may cause

disruption to not just UAS, but also all other systems that rely on radio wave
communications.[23] In airports, jammers could potentially cause interference in the radio
communications between pilots and the control tower.[23] Upon successful disruption by
jamming, the behaviour of the UAS is highly unpredictable. Whether it lands immediately,
flies back to the operator or shuts down depends on the UAS’s sensors and GNSS capabilities
(if not disrupted). The UAS can cause collateral damage if it falls to the ground but may
provide the opportunity to locate the operator if it flies back.[19,23,26,27]

Overall, while jammers have the potential to have a large coverage and can help to protect a
wide area from UAS, there is a need to consider the possibility of damage to other important
communications and infrastructure within that area to avoid interrupting over vital activities.



UAS Takeover and Spoofing
Next, GNSS spoofing can be used to take over UAS’ navigation. The spoofer works by

transmitting GNSS signals that impersonate the real signals to the receiver. This false signal
emitted by the spoofer is stronger than the real signal in order to successfully misguide the
UAS to the coordinates of the specified landing zone, where it will hover or land.[28]

Standard protection tools such as encryption and certificates to GNSS satellite signals will not
be useful in defence against spoofing. Unfortunately, disrupting GNSS signals might disrupt
GNSS signals for aircrafts as well.

To access the UAS’s video feed, one must bypass the secure and heavily encrypted video
protocol; usually Ocusync and Lightbridge in DJI UAS.[29] Since these proprietary protocols
are extremely hard to crack, they have a low hijack rate.

UAS vs UAS

This practice uses a defending UAS to take down the
target UAS. It is very versatile as many types of methods
can be deployed onto the defending UAS based on the
situation. Examples include “jamming”, or electronic
counter-measure (ECM), launching of nets, or simply
crashing into the target and exploding to annihilate it.
However, UAS vs UAS methods are dependent on the
ability of the defending UAS to track and follow the
attacking UAS. Furthermore, ECMs mounted on
defending UAS have the potential to jam the UAS itself.

Net Guns

A large UAS can be retrofitted with a net to capture the target UAS.[30] The net launcher
attached to the UAS is pressurised, which allows it to be launched at the target with force.
When the target is in close proximity, the net would be shot out and the propellers of the UAS
would be disabled. The UAS will no longer be able to fly, but will still be attached to the net.
It would then be brought to the ground or a designated landing spot.[31]

However, using UAS to counter UAS does have its problems. Firstly, UAS are often not easy
to control in bad weather. Secondly, the defending UAS is also vulnerable to counter-attacks
by the enemy. Conventional electronic and physical means may be employed by the enemy to
eliminate the defending UAS. Ground-based methods tend to be easier to control and have a
higher rate of success, hence they are more favoured than using UAS.

Summary
In short, C-UAS begins with the detection phase, containing the radar to RF sensors to EOIR

camera detection systems to ensure that the UAS can be detected in the area to be protected.
Following detection and confirmation that the object is indeed a UAS, the UAS’ make and
model is then identified and compared to a robust database. Lastly, the disruption phase then
begins, which may consist of kinetic technologies such as UAS vs UAS and net guns, and
non-kinetic technologies such as jamming and spoofing which will all aim to force the UAS
to stop its path into the protected areas. However, there are various factors that may impact
the effectiveness of these technologies. Many such systems, including radar, RF sensors, RF
and GNSS jamming all rely on over-the-air (OTA) signals transmitted in the form of EMF
waves. Detection systems would only be useful if signals from the UAS can reach the
receiver, and disruption systems likewise. Through employing various mathematical models



to simulate such environmental variables, the coverage of these systems can be reasonably
estimated to prevent over- or under-deployment of technologies in the field.

Mapping of Key Installation: Singapore Changi Airport
For the purposes of this simulation, we will take Singapore’s Changi Airport as the key

installation to be protected by C-UAS systems. In order to ensure UAS do not enter this
important region, it is important to detect and disrupt them early and from a further distance
away. Hence, this simulation will also involve calculations and classifications for the various
environments surrounding Changi Airport.

Terrain Description of Terrain

Urban: Landed properties and
West apartment buildings.

Foliage: Vegetation.
North-West | (generally short trees)

Cpen Sea: Almost completely free from
South-East obstructions,

Fig 2.1 Annotated Satellite Map of Changi Airport and Surrounding Terrains [32,33]

The UAS Critical Area Map (on left) demarcates a Skm bubble (annotated in purple) around
Changi Airport where UAS are not allowed to be flown without a permit. The 4km by 8km
perimeter of Changi Airport to be protected where no UAS should be flown at all is in light
pink (on right), containing the runways, control tower and various terminals. A colour-coded
analysis of the various types of terrain surrounding Changi Airport is also included.

The characteristics of the areas to be protected provide valuable insight into the modelling
techniques of RF signals, which will affect how OTA signals may be used in detection using
RF signals. An understanding of the effective ability of RF sensors to pick up on RF signals
from controllers to UAS and vice versa at varying strengths and under different environmental
conditions would be useful in determining the optimal location of the receivers.

Modelling RF Sensors: Physical Modelling

Firstly, calculations were obtained using a simplistic physical LoS model, which assumed that
the RF signals are completely obstructed by any buildings and can only pass through open
space. The physical model and related variables are defined in Annex A, Figure A.1.

Line of Sight (Open Space) Model

The conditions for LoS to be

achieved by either the radar or RF j_ ;:r::z
to the UAS are found in Annex A, ho=25m
Table 4. Figure 3.1 provides a Eiém,,
visual representation of the h = 140m
physical LoS model. In open 6, =3°
space, obstacles such as the By f =63
building would provide 8,=45°
obstruction to the LoS, as /= - anables

demonstrated by the unshaded =

. . Fig 3.1 Physical Modelling of Line of Sight Model
areas from the dotted to solid line. . : . :




The UAS would hence only be detectable under this model if it falls within the shaded pink

region for RF.

Modelling RF Receivers: Loss Modelling in Open Sea Areas
However, the LoS model does not guarantee detection at excessive distances from UAS to

receiver as it is too simplistic. Therefore, various path loss models were identified to more
accurately predict how the signal strength changes over distance in various environments. The
following table details the various models explored and whether they were chosen for the
respective terrains or not. Definitions for the signal loss and power, a full list of the fixed
variables used (Table 5) and the respective formulae (Table 6) are found in Annex B.

Model Name Terrain | Used? | Reasoning for Selection

Free Space Path Loss Open Yes There is largely direct LoS in the open sea,

(FSPL) [36] Sea hence the FSPL model is the closest model.

Singapore Environment Urban | No The model assumes frequencies of about

Loss [37] 27.4GHz which are too high to detect UAS.

COST Hata [38,39] Urban | No The model requires the transmitter height
(UAS height) to be lower than the receiver
height which is unlikely for detecting UAS.

Walfisch-Bertoni (WB) Urban | No Despite accounting for the losses due to

[40,41] diffraction down to ground Ilevel and
propagation over rooftops, it becomes less
accurate at distances R < 1000m, limiting
its usage at small ranges. It also cannot
accurately model UAS using the 5.8GHz RF
channels as frequencies are restricted to
300MHz - 3GHz.

Walfisch-Bertoni Urban | Yes The WBM Model extends the frequency

Modified (WBM) [41] ranges and provides more accurate losses at
distances R < 1000m from WB Model,
making this most suitable for Urban areas.

Weissberger’s Model Foliage | No The model is constrained to a foliage depth of

[42,43] no more than 400m, distances beyond that
generate unreliable results.

International Foliage | No

Telecommunication Union

Recommendation (ITU-R)

[43]

Fitted ITU-R (FITU-R) [43] Foliage | Yes The model is applicable for 200MHz to

95GHz, and is optimised for foliage depths
more than 400m.

Table 1 RF Propagation Models




Modelling RF Sensors: Estimation of Effective Ranges
As suitable models have been selected to model each of the 3 areas that are mapped out in

Figure 2.1, these models are then used to calculate the maximum possible detection distance
that the receiver will be effective over, which will once again be useful in determining the

placement of the sensors with an
understanding of its coverage. In order for | Frequency /MHz | Transmission Power (EIRP) / dBm

these calculations to be conducted, the 433 10 [44]

transmission and receiver powers must first
be determined as this greatly affects the | 868 14 [45]

losses and distance travelled by the signal.

UAS operating on different RF bands have 900 20 [46]
different Effective Isotropic Radiated | s4qy) 20 [44]
Powers (EIRP), and these are used as the

transmission powers, P, in Table 2. 3800 20 [44]

A transmission power was not indicated for  Table 2 Transmission Power of UAS over Frequencies
the GNSS RF bands as the UAS itself does

not emit RF signals along that RF band,

instead it receives the signals on the band from various satellites and uses that to approximate
its location.[47] Therefore, no transmission power can be determined. With these fixed
variables, the maximum possible value of B where the UAS can still be detected can then be
determined, as well as a plot of how the signal strength varies as the value of B increases.

Modelling RF Receivers: Comparison of Various Areas
The maximum detection distance was obtained from the plot mentioned above which can be

found in Annex B, Figures B.1 to B.5. From Table 3, all models agree on the fact that as the
transmission distance increases, the signal losses increase i.e. the signal strength decreases
until it reaches a point where the receiver can no longer detect it. In general, FSPL presents
the most optimistic calculations, indicating that the signals are subjected to much less signal
loss as it travels over the Open Sea areas, with FSPL always being more than double of the
WBM. This is followed by the FITU-R model and lastly the WBM model with the lowest
detection distance. This is as the vegetation modelled by the FITU-R in Foliage areas is less
likely to absorb the RF

LUAS Operating | Maximum detection distance ' m

Frequency ! MHz power as opposed to the
FSPL (Open Sea) FITU-R (Foliage) WEM (Urhan) diffraction due to the
433 410 4170 870 buildings in Urban areas.
Hol 4280 32 810
00 w210 P 950 The table. also shows that
the maximum detection
p 1090 202 72 :
ek o et ! distance generally decreases
5800 1280 800 520 as the frequency increases.
Table 3 Maximum Detection Dstance of Various Models over Frequencies This is as all the models

indicate a positive
correlation between the signal loss and the frequency. The only exception to this case is at the
UAS operating frequency of 900MHz, which is due to the much higher UAS transmission
power of about 4 times that of 868MHz as the units are in decibels. Therefore, to ensure
coverage that protects a similar area, most sensors will need to be placed in Urban areas,
slightly fewer in vegetation-dense areas as these obstructions greatly limit the effective range
of the RF sensors, and fewest sensors can be placed facing Open Sea areas with little to no
obstruction and a wide angle of detection with no obstructions to the LoS.



Similarly to RF sensors, UAS jammers rely on the transmission of RF signals over the air, but
these signals travel to the UAS and disrupt the activity of the UAS. After detection, jamming
is one of the possible mechanisms to prevent the UAS from advancing further towards key
installations.

Communication and Jamming Mechanisms

As RF jamming relies on disrupting the existing communication between the UAS and the

controller, it requires significant power to overcome the carrier signal and the excess

environmental noise that the RF sensors in the UAS experience. In the case of GNSS

jamming, jamming effectiveness is characterised by the carrier-to-noise ratio,[48] expressed
C

Ny

that reception quality is better and errors are minimal.[22] RF sensors have an initial

as dBHz, where a higher ratio indicates that the carrier signal is higher than the noise, and

carrier-to-noise ratio, but the ratio can be affected by jamming to calculate a effective NL ratio
0

(Eff. NL). On the other hand, control frequency jamming is characterised by the
0

jamming-to-signal ratio, % ratio, where a higher ratio indicates that jamming is more
effective.[49]

GNSS Function and Disruption
For the purposes of this study, the focus is placed on GNSS jamming, which jams the RF

bands GNSS operates on. Initially, GNSS receivers in the UAS receive various carrier signals
from a number of GNSS satellites, and calculates its own position through the transmission
times from the different satellites to the GNSS receiver.[50] For the GNSS receiver to identify
the satellite that the carrier signal originated from, a special pseudo-random noise sequence
(PRN Signal) is integrated into the carrier signal.[50] In order to ensure an accurate estimation
of its location, receivers need to acquire a lock onto at least 4 different satellites and have a

sufficiently high NL ratio.[50] The calculation for the initial NL ratio without jamming of the

0 0
GNSS receiver is found in Annex C, Table 7.

Modelling UAS Jammers: Jammer Power L

As jamming begins, the GNSS jammer signal experiences signal loss which varies in the
various environments. Therefore, the path loss is modelled using the RF propagation models
previously identified. However, for Urban areas, instead of the WBM model, the COST Hata
Model is adopted instead. This is as the UAS now acts as the receiver instead of as a
transmitter in the RF sensors scenario, and the receiver height is now above the transmitter
height. This new height configuration is applicable to the COST Hata Model and not the
WBM model which led to the change in model.[39,40] The list of fixed variables (Figure C.1,
Table 8) and formulae for jammer signal loss (Table 9) have been updated in Annex C.

Modelling UAS Jammers: Effective Carrier-to-Noise Ratio
As the UAS distance to the jammer decreases, the jammer signal loss decreases and the noise

levels experienced by the GNSS receivers increase. The Eff. NL ratio decreases, and past a
0

certain threshold, the GNSS receiver loses acquisition of lock onto four satellites, until the
UAS loses tracking of its own location,[51] such that the UAS cannot continue determining a
flight path towards the key installations and the UAS’ mission will be successfully disrupted.

The formulae involved in the calculation of Ef fNL (Table 10), as well as the threshold
0

values to lose acquisition of lock onto satellites and to lose tracking (Table 11) are included in



Annex C. The Ef f_NL against M
0 -

distance from the GNSS receiver to / '{
the UAS were then generated using /| ‘.-*'r E )
the determined variables. | — :

From Figure 4.1, it can be observed *
that as UAS distance from jammer,

M,  decreases, the Ef f.NL
0 [ . . . ) . . e .
decreases. As expected, the COST " oo e ame e e o

Hata model for the environment Fig 4.1 Eff. C/NO for GNSS over Distance from Jammer
presents the least optimistic value,

where the Urban environment limits disruption coverage capabilities to 2.7km needed to deny
location tracking. This is much more limited than the 45km coverage predicted in Foliage
areas by the FITU-R model, and 87km in Open Sea areas predicted by the FSPL model.
Overall, this suggests that jammers are powerful and have the ability to effectively disrupt
UAS with a wide area coverage even in obstructed environments. However, jammers will
have to be appropriately positioned and directed to avoid impacting other RF-dependent
systems and minimise collateral damage.
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Conclusion: Optimal Deployment of C-UAS technologies around Changi Airport

Fuminal

Fig 5.1 C-UAS Systems Deployment on Satellite Map of Changi Airport

Based on our previous analysis and calculations about the effective range of RF sensors and
jammers and a study conducted on existing systems at the Singapore Changi Airport, various
detection and disruption systems and their ranges were identified to be deployed in our
simulation. This list is provided in Table 12, Annex D. We have modelled out 3 possible
configurations for deployment of technologies below.

Perimeter

For the perimeter deployment, the widest range of frequencies are available for us to detect
UAS on all common UAS communication RF bands using the LOB RF sensors, and the
TDOA sensors are able to detect the common 2.4GHz and 5.8GHz RF bands. The 4 TDOA
RF sensors are deployed close together with a significant overlap near the runway near
Changi Beach such that the overlapping regions provide the capability for multilateration in
order to accurately detect the location of the UAS. Apart from that, RF Sensor Sensing are
placed at the ends of the same runway. More RF sensors with more informative capabilities
are deployed nearer to the Urban and Foliage areas instead of the Open Sea area as UAS



activity is more likely to be much higher from the Urban and Foliage areas. The RF LOB
sensors are placed on the side nearer to the Open Sea area to avoid leaving it completely
uncovered. All these sensors are placed further out of the perimeter, therefore being able to
detect UAS earlier without the need for radar and still providing a sufficiently early warning.
Along the entire perimeter, there are regularly mounted RF jammers to effectively disable any
UAS attempting to enter the protected airspace. These jammers have full coverage of all UAS
frequencies. 10 handheld jammers are deployed all along the perimeter of the airport to cover
the blindspots between the stationary RF jammers, and the ground troops with these handheld
jammers act as the visual confirmation in place of the EOIR cameras.

Central System
The central system consists of 2 long range radars, a long range RF sensor and 6 TDOA RF

sensors. The radar along with the long-range RF sensor provides early warning to any UAS in
all directions. However, the long range RF sensor is only compatible with DJI UAS, limiting
its functionality. To protect the inside of Changi airport itself, 6 TDOA RF sensors are
clustered around the middle. Since the sensors overlap, multilateration calculations can be
done to accurately pinpoint the location of the UAS in a 3D space. In order to jam any
incoming UAS, 10 handheld jammers are deployed all over the airport, 8 along the perimeter
and 2 in the middle. The ground troopers are able to respond to alerts in the control room and
act as a second layer of visual confirmation before jamming the drone.

Funnel

The funnel has a Radar with a 60 degree arc and 3km range to provide some early warning of
incoming UAS. 2 RF LOB sensors are positioned at the top of the runway, overlapping each
other to determine the location of a UAS using triangulation. The coverage of the Radar and
the 2 RF LO sensors overlap. In this region, data from both sources can be fused to prevent
false positives of UAS detections. The EOIR camera which can rotate is located on the
localiser hut near the start of the runway as it is the closest location to the runway the camera
can be installed at. The RF jammer is mounted directly on top of the EOIR camera. Since the
EOIR camera will visually track the location of the UAS, wherever the camera points at, the
RF jammer will also point, increasing the accuracy of the jamming attack.

Conclusion

In conclusion, each of these 3 types of deployment methods each have their pros and cons.
Firstly, the Perimeter configuration is able to detect UAS nearing the key installations, and
can respond early on. Though it is capable of early detection, there is insufficient coverage in
key areas that might need doubling down on. Next, the Central System configuration has the
best range and is able to detect all central areas, but there would be a slow response as there
are only handheld jammers rather than mounted RF jammers, which would be dependent on
human reaction speed of the ground troopers. Lastly, the Funnel configuration minimises
UAS interference from the urban areas where UAS are commonly flown and operated.
However, though it offers optimal coverage for the urban areas, we also forfeit other areas
such as the open sea and foliage. This leaves room for UAS coming from either of these areas
to enter and disrupt air traffic.

By understanding the benefits and drawbacks of each system, we are able to efficiently make
use of the resources at hand.



Annex A: Physical LoS Modelling

Diagram of Mathematical Variables (RF Receivers)
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Fig A.1 Diagram of Mathematical Variables for RF Receivers

The diagram represents the UAS as a bolded cross, and the receiver as a circle mounted to a
certain height. For the purposes of the physical LoS simulation, the obstruction is modelled as
a single building taller than the receiver. While multiple buildings are labelled in this diagram
to facilitate calculations in the Urban areas, it is to be noted that only the first building and its
related variables will affect the calculations for the physical LoS model as the edge of the
first building provides the most obstruction to the LoS. It can also be noted that

2
B = \/ (hd — hm)2 + (R + %) , and the same variables continue to be used for Annex B

and Annex C.

Mathematical Conditions for L.oS

Note that 6 _ tan (2
ote that @, ding = tan ).
Detected by... Conditions
Radar L + R)tan(max( ,© ) <h <(*+Rtan® +6_ )
2 K Tbuilding’! — d T ‘2 h radar
RF Receivers d 4
(7 + Rytan(max(8,, Bbuilding)) <h,< (7 + R)tan(p, + Brf)

Table 4 Fixed Variables and Assumptions for RF Propagation Modelling



Annex B: RF Propagation Modelling

Definitions for Signal Loss and Power

Ltype represents the loss due to a indicated factor, L

wopg,, Fepresents the total loss calculated

by a indicated model, whereas PT is the UAS’ transmission power and P R is the signal power

received, all in dBm. In general, PT - P R L

MODEL ~— Z Ltype'

Fixed Variables and Assumptions

Fixed Variables Reasoning

hb = 15m Maximum allowable height of buildings is 3 storeys near Changi
Airport, [52] and the maximum floor-to-floor height is Sm. [53]

d =10m Measurement conducted through Google Maps measurements
[32]

hr = 10m Set to simulate RF propagation model conditions

h = 100m While UAS height is not fixed, fixing this value facilitates

d . i i : .
calculations for B and R. Since h 4 <« R i1s true in most scenarios,
such an assumption has minimal impact on the accuracy of the
model

PT Refer to Table 1.

P, = —90dBm This is the minimum detectable signal strength limit, i.e. only
signals > -90dBm can be picked up by the receiver determined
through operational studies.

F, B (and hence R) are taken as the independent variables to calculate the signal loss.

Table 5 Fixed Variables and Assumptions for RF Propagation Modelling

Formulae for RF Propagation Models

Model Name

Formulae

Free Space Path
Loss (FSPL) [36]

oo, = — 27.6 + 201g(f) + 20lg(B)

Singapore
Environment Loss
[37]

LSGENV ~ "FspL

L.+ 20lg2%

COST Hata [38,39]

LCOSTHATA -
- 3.2 (lg(11.75hr))2 + (44.9 — 6.551g(hd) )lg

= 54.27 + 33.91g(f) — 13.82lg(h )

B
1000 )

Walfisch-Bertoni
(WB) [40,41]

WB = LFSPL + Lmsd t Lrts




R
Lmsd = 68.9 — 9lg(f) — 9lg(d) + 18lg( 1000) — 18lg(H)
RZ
— 18lg(1 — T7550000m)
_ a7 _hy?
Lm =— 8.8 + 10lg(f) + 51g[(2) + (hb hr) ]
—1_2(h,—h)
+ 20lg{tan [—5
Waltisch-Bertoni LWBM = LFSPL + L s min (L " Lrt )
Modified (WBM) m e
[41] 16.8 + 20lg(R) — 20lg(H) — 10lg(f)
6
— 10lg(d), for oc'\/fdew < 0.4
6
Lmsd 0, for aw/m+m > 0.4
2(h,~h )R —dH _
mr 2dH reflection’ taklng Lreflection = 8dBm
_ 2 By
Lm =— 11.5 + 10lg(f) + 5lg[(2) + (hb hr) ]
—1,_2(h,~h)
+ 20lg{tan [b—] - o}
Weissberger’s Model | L = L +L
[42,43] WEISSBERGER FSPL foliage
I 0.284 40588
1.33¢( 1000) (R + 7) ,
< for 14m < (R +-5) < 400m
284 d
0. 45( T000 ) (R + 7),
d
foliage for0 < (R +-) < 14m
International L =L +L
. . ITU-R FSPL follage
Telecommunication 03 .06
Union .= ( ) (R +-=)
Recommendation fozza‘ge 1000 ?
(ITU-R) [43]
Fitted ITU-R LFITU—R = LFSPL+L i
(FITU-R) [43] 0 s
foliage 0.39( 1000) (R +2)

Table 6 Formulae for RF Propagation Models




Variation of Radio Frequency Signal Strength over Distance across Frequencies
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Fig B.1 Radio Frequency Signal Strength over Distance at 433 MHz
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Fig B.2 Radio Frequency Signal Strength over Distance at 868 MHz



Signal strength / dBm

Signal strength / dBm

Radio frequency propagation strength (900MHz)

20

—— FSPL (Open Sea)

—— FITU-R (Foliage)

—— WBM (Urban)
Detection limit

-100 1

—-120

0 1000 2000 3000 4000 5000 6000 7000 8000
Distance from drone, B/ m

Fig B.3 Radio Frequency Signal Strength over Distance at 900 MHz
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Fig B.4 Radio Frequency Signal Strength over Distance at 2.4 GHz
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Fig B.5 Radio Frequency Signal Strength over Distance at 5.8 GHz



Annex C: GNSS Jamming Modelling

Initial carrier-to-noise ratio calcula

tion

Fixed Variables

Reasoning

S =-130dBm [54]
sat

(Satellite carrier signal power)

Minimum signal strength from GNSS satellites reaching
receiver

(Noise temperature)

Gamp = 29.5dBi Obtained from aircraft GNSS receiver specifications
(Amplifier gain)

k = 1.380649 X 10_23]/K Boltzmann’s constant [55]

T = 295K Obtained from aircraft GNSS receiver specifications

N, =—173.901dBm/Hz

(Thermal noise density)

N, = 10lg(kT) + 30 [56][57]

NF = 2.5dBm
(Noise figure)

Obtained from aircraft GNSS receiver specifications

C =—-100.5dBm
(Overall carrier signal power)

C=S +G _[58]
sat amp

(assuming no cable loss)

N =
0

—171.401dBm/Hz

(Noise power density)

N0=NT+NF

(sum of various noise sources)

—— = 70.901dBHz

0

C —
=€ — N, [56]

0

= Ssat + Gamp - (NT + NF)

Table 7 Fixed Variables and Formulae in Initial Carrier-to-Noise Ratio Calculation




Diagram of Mathematical Variables (RF jammers)

M, D, ha' h; metres
Gamp, G, dBi
N chips/s
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Fig C.1 Diagram of Mathematical Variables for RF Jammers
The diagram represents the UAS as a bolded cross, and a single jammer as a diamond
mounted to a certain height. Even though no obstructions are depicted, RF signals from the
jammer will still experience severely different losses in the various different environments,
and hence the previously identified areas (namely Urban, Foliage and Open Sea areas) still
apply to ensure accuracy in the calculated measurements. It is taken that

2 2
Mz\/(hd—h],) + D"

Fixed Variables and Assumptions for Jammer Signal Loss

Fixed Variables Reasoning

P] = 47.031dBm As the output power = 8W and jammer gain = 8dBi determined

(Jammer EIRP) through operational studies, the jammer EIRP is computed to be
as such. [59]

hj = 10m Set to simulate jammer model conditions

h .= 100m Same assumption as in Annex B to facilitate calculations of D
and M.

f = 1575MHz The GNSS jamming is assumed to be on the GNSS L1 band
which has a centre frequency of 1575MHz. [60]

M 1is taken as the independent variable to calculate jammer signal loss.

Table 8 Fixed Variables and Assumptions for Jammer Signal Loss Modelling

Updated Formulae for Selected RF Propagation Models

Model Name Formulae
Free Space Path Lo, = — 27.6 + 20lg(f) + 20lg(M)
Loss (FSPL) [36]




COST Hata [38,39] | L
COSTHATA

— 3.2(lg(11.75h )" + (44.9 - 6.55Lg(h) )lg(

= 54.27 + 33.90g(f) — 13.82lg(h)

M
1000 )

Fitted ITU-R [43] | L =L  +L. .
FITU-R FSPL foliage
0.39
_ f 0.25
Lfoliage = 0.39( 1000 ) D

Table 9 Updated Formulae for RF Propagation Models

Calculation of effective carrier-to-noise ratio

Variables

Formulae / Reasoning

GR = 5.4dBi

(GNSS receiver antenna gain)

Determined by operational studies

Q =222

(Constant parameter of spectral
distribution of external radio
emission relative to desired
signal spectrum)

Determined by previous studies [51]

N = 1.023 x 10° chips/s
(PRN code rate)

Standard PRN code rate of L1 C/A GNSS band [61]

S] (dBm, variable)

(Signal strength of jammer
reaching GNSS receiver)

S] = P/ ~ Lyoes

+G 2 where LM are the

ODEL

respective path losses that varies with M. [56]

J .
¢ (dB, variable)

(Jamming-to-signal ratio)

L_¢ _
L=S..—S 62

Eff.NL (dBHz, variable) C
[63,64] Eff'TO -

— 10lg[10 *° +

—C/NO RIL

QN

Table 10 Fixed Variables and Formulae in Effective Carrier-to-Noise Ratio Calculation

Threshold values to cause effect to GNSS receivers

GNSS Receiver Effect Fixed % ratio

Calculated Eff. NL ratio
0

Lose acquisition 27.0 [62]

36.561

Lose tracking 47.0 [62]

16.562

Table 11 Threshold J/S and C/N, Ratio Values to Affect GNSS Receivers




Annex D: Deployment of Detection and Disruption at Singapore Changi Airport

List of Detection and Disruption Systems to be Deployed

System Range / m | Coverage Frequencies / | Quantity
angle / ° MHz
Perimeter
RF Sensor - TDOA 1000 360 2400, 5800 4
RF Sensor - Line of Bearing | 1000 360 433, 868-915, |2
2400, 5800
RF Sensor - Sector 1000 60 433, 868-915 2
RF Jammer 1000 90 433, 868-915, |8
1575, 2400,
5800
RF Jammer (handheld) 500 15 2400, 5800 10
Funnel (Runway)
Radar 3000 90 - 1
RF Sensor - Line of Bearing | 1000 360 2400, 5800 2
RF Jammer 1000 30 (rotatable) | 2400, 5800 1
EO/IR 1000 30 (rotatable) | - 1
Central Defence
Long Range RF sensor 10000 360 2400, 5800 1
Radar 5000 360 - 2
RF Sensor - TDOA 2000 360 2400, 5800 6
RF Jammer (handheld) 500 15 2400, 5800 10
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